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General Terms and Conditions 

of Yorizon GmbH & Co. KG 

for the trial of IT Systems 

Section 1  

Scope of application, order of precedence 

(1) These General Terms and Conditions for the trial of IT systems (hereinafter “GTC”) shall apply to 

all contractual relationships between Yorizon GmbH & Co. KG, Friedrichstr. 101, 10117 Berlin, 

Germany (hereinafter “Yorizon”) and the respective contractual partner (hereinafter “Customer”; 

Yorizon and the Customer together also the “Parties”) regarding the subject matter of the contract 

specified in Section 2 for trial operation purposes free of charge and to carry out a trial run.  

(2) Any use of services of Yorizon against payment after completion of the trial operation requires a 

separate agreement between the Parties. 

(3) Terms and conditions of the Customer or third parties shall not apply, even if Yorizon does not 

separately object to their validity in individual cases. Even if Yorizon refers to a letter that contains 

or refers to the Customer's or a third party's terms and conditions, this shall not constitute an 

agreement to the validity of those terms and conditions.  

(4) Verbal promises (mündliche Zusagen) made by Yorizon prior to the conclusion of the contract are 

not legally binding and there are no verbal agreements between the Parties.  

(5) These GTC as well as all offers and services of Yorizon or the purpose of a free trial are directed 

exclusively to entrepreneurs (Unternehmer) in the sense of Section 14 of the German Civil Code 

(Bürgerliches Gesetzbuch, the “BGB”), legal entities under public law and special funds under 

public law. They shall not apply to Yorizon's business relationship with customers who are 

consumers within the meaning of Section 13 BGB. 

(6) In the event of contradictions between the order of an IT test environment placed via the Website 

of Yorizon (www.yorizon.com; hereinafter „Website“), the annex to these GTC and these GTC, 

the following order shall also determine the order of precedence: 

-  details of the service order for trial purposes via the Website and the service description 

provided there, 

-  Annex: Data Processing Agreement pursuant to Art. 28 GDPR, 

-  these GTC. 

Section 2  

Subject matter of the contract 

(1) Yorizon shall provide to the Customer various IT system and IT infrastructure services in the areas 

of cloud computing and hosting for trial operation purposes, in particular the provision and 

operation of data processing systems as 

a) virtual IT Systems (such as computing power/CPU/cores, graphic processors/GPU, 

memory/RAM, distributed storage space/storage, network resources/software-defined 

network/SDN and other IT resources in virtual servers or containers, in particular in connection 

http://www.yorizon.com/
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with the so-called “Yorizon Cloud / Infrastructure as a Service Platform”) based on fixed terms 

or flexible usage and billing models (pay per use, Infrastructure as a Service, “IaaS”) for use 

by the Customer on a temporary basis (rental), both in the provision model of the “Public 

Cloud” for shared use with an indefinite number of other customers and the “Private Cloud” 

for exclusive use by the Customer (hereinafter collectively referred to as the “Virtual IT 

Systems” and/or 

b) dedicated IT Systems (such as servers and other hardware or IT systems provided for the 

exclusive use of the Customer; hereinafter “Dedicated IT Systems”)  

in Yorizon's data centres as well as supplementary further services (e.g. Kubernetes, managed 

services, support services, provision of software on a permanent or temporary basis, IT security 

services) (hereinafter collectively referred to as “Services”; a Virtual and/or Dedicated IT System, 

irrespective of the specific form of provision, is hereinafter collectively referred to as “IT System” 

and the contract underlying the provision of IT Systems on the basis of these GTC, which contains 

at least the contractual components specified in Section 1 sub-section 6, collectively also referred 

to as “Cloud Service Trial Contract”). 

(2) The place of performance shall be the respective location of one or more data centres operated 

by Yorizon in Germany and/or Austria. Unless the Parties have agreed otherwise in writing, 

Yorizon shall be free to determine at which data centre locations the services are to be provided.. 

(3) The specific details of an IT System, in particular its scope and technical configuration, result from 

the order of the IT system environment for trial operation purposes, the information contained on 

the Website as a service description, these GTC, and the Annex to these GTC as well as from 

any change in size due to any extension or reduction of services by way of scaling (hereinafter 

“Scaling”) that a Customer, to the extend technically possible, may carry out himself at any time, 

in particular by way of self-provisioning via a management interface technically implemented in 

his Customer account (hereinafter “Account”) as an interface for provisioning, managing and 

controlling the resources of his IT System. Any Scaling and other changes to Services made by 

the Customer in his Account shall constitute a binding contractual offer or a binding offer to amend 

the contract; Section 4 sub-sections 4 and 5 shall apply accordingly. 

(4) Yorizon enables the Customer to access the IT System using the access data (user name, 

password) sent to him in accordance with Section 4 sub-section 5. For security reasons, Yorizon 

also gives the Customer the option to change the password at any time. The Customer is free to 

choose his own password, but is required to observe standard security recommendations 

regarding password selection.  

(5) Yorizon shall connect the IT System to the Internet and create and maintain a connection 

(“Connectivity”) for this purpose to the extent necessary for a trial run, so that data can be 

transmitted between the IT System and an external IT system via one of the protocols commonly 

used on the Internet. The connection to the Internet is made via the data network operated by 

Yorizon and the data networks of third parties connected to it (in particular carriers as IP transit 

providers) (hereinafter referred to as “Third-Party Data Networks”). Yorizon's Connectivity 

services are limited solely to data communication between the IT System and Third-Party Data 

Networks. Yorizon has no influence on data traffic and data packet runtimes outside its own data 

network and therefore does not owe any successful forwarding of data packets from or to an 

external IT system requesting them. Yorizon is entitled to modify its own data network and Third-

Party Data Networks connected to it at any time at its own discretion, provided that a basic 

connection of the IT System to the Internet is established. Any information on Yorizon's own data 

network and Third-Party Data Networks connected to it on the Website or in service descriptions 

shall only serve to inform the Customer about the current status of the data network. 
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(6) Yorizon shall provide the Customer with the number of dynamic and/or static IP addresses (IPv4, 

IPv6) required for trial purposes. 

(7) A certain monthly availability of the IT System is not owed during trial operation. The services 

may be wholly or partially unavailable. 

(8) In the case of software provisioning, the license terms of the respective software manufacturer 

according to Section 8 sub-section 2 shall apply, in particular with regard to the rights of use of 

the software. 

(9) Information provided by Yorizon on the subject matter of the Services (e.g. technical data) and 

representations of the same (e.g. illustrations, in particular on the Website) are only approximate 

unless the usability for the contractually intended purpose requires exact conformity. They are not 

guaranteed characteristics, but descriptions or identifications of the Services. Customary 

deviations and deviations that occur due to legal regulations or represent technical improvements, 

as well as the replacement by equivalent services, are permissible insofar as they do not impair 

the usability for the contractually intended purpose. Yorizon also has no influence on how texts 

and images are displayed in the respective browser of an end device. 

(10) The Customer shall not acquire any ownership or expectancy rights (Eigentums- bzw. 

Anwartschaftsrechte) to the IT System, nor shall he have any claims regarding storage devices 

underlying an IT System due to the fact that data of the Customer is stored there for trial purposes. 

(11) Yorizon shall also be entitled to have Services rendered in whole or in part by third parties, in 

particular by service partners of Yorizon engaged as subcontractors. 

Section 3  

Conditions of use, registration and creation of an Account, technical steps to the 

conclusion of the contract, storage of contract text 

(1) It is a precondition for test use that the Customer is based in Germany, Austria, or Switzerland; 

Yorizon is free to provide trial access to Customers based in other countries, in particular 

countries within the EU and EEA, in individual cases. The Customer has no entitlement to trial 

access. 

(2) As part of the ordering process for an IT System for trial purposes, registration on the Yorizon 

Website is required, providing details of the Customer and the contact person there (name, 

telephone number, and business email address). This information must be true, current, 

complete, and accurate. 

(3) By clicking on a “Continue” button, an overview page opens at the end of the ordering process,  

where the Customer can review and correct his order regarding an IT system environment for trial 

purposes. If a Customer wishes to cancel the order process completely, he can simply close the 

browser window. Otherwise, by clicking on the “Order free trial now” button, his declaration 

becomes binding within the meaning of Section 4 sub-section 3 of these GTC. 

(4) Yorizon stores the information provided by the Customer and details of the scope of services 

ordered by the Customer for trial operation purposes. Contractual provisions with details of the 

services ordered, including these GTC, will be sent to the Customer by e-mail upon acceptance 

of the contract offer or with notification thereof. Yorizon does not store the contractual provisions 

for the Customer. 

(5) Since the Services are directed exclusively at entrepreneurs in the sense of Section 14 BGB, 

legal entities under public law and special funds under public law (see Section 1 sub-section 5), 

Yorizon may require a Customer to provide sufficient proof of its entrepreneurial status, e.g. by 
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providing his VAT ID number when registering as a new Customer on the Website or by providing 

other suitable evidence, such as in particular an extract from the commercial register or a trade 

license. The data required for the proof must be provided by the Customer in full and truthfully. 

Section 4  

Conclusion of the contract 

(1) All information provided by Yorizon on its Website regarding trial operations is subject to change 

and non-binding. 

(2) The presentation, advertising and display of services on the Website shall not constitute a binding 

offer to conclude a contract, but rather an invitation to place an order (invitatio ad offerendum). 

(3) An order placed by the Customer via the Website by clicking on the “Order free trial now” button 

constitutes a binding offer to Yorizon to conclude a contract for services for trial purposes. 

Immediately after placing their order, the Customer will first receive an e-mail to verify his e-mail 

address. If this verification is successful, he will receive confirmation of receipt of the order at the 

e-mail address he provided. However, this order confirmation does not yet constitute acceptance 

of the Customer's contract offer, but is intended solely to inform the Customer that Yorizon has 

received his trial order. The order confirmation e-mail also includes information on how to correct 

any typing errors. 

(4) Yorizon is entitled to review a binding contractual offer of the Customer and to either accept or 

reject it generally within 14 working days of its receipt by Yorizon. The Customer shall be bound 

by his order during this review.  

(5) The contract between Yorizon and the Customer on the basis of these GTC for trial operation 

purposes shall be concluded upon acceptance of the contract offer by Yorizon. The Customer's 

contractual offer shall be accepted by transmitting access data to the IT System by e-mail. 

(6) The language provided for the conclusion of the contract is either German or English, depending 

on the language of the offer. Translations into the respective other language or individual text 

modules in the respective other language shall merely serve to inform the Customer. In the event 

of contradictions between the text of the language selection made by the Customer and the 

translation, the text of the language selection made shall take precedence. 

Section 5  

Obligations and cooperation duties of the Customer, data backups 

(1) The Customer shall be solely responsible for testing the services and for assessing their suitability 

for specific purposes of the Customer. 

(2) Under no circumstances shall the Customer be entitled to commence regular or business 

operations on the IT System provided for trial purposes. 

(3) The Customer shall notify Yorizon of any faults, defects and errors occurring in the course of use 

immediately after their discovery, at least in text form. The Customer shall support Yorizon as far 

as possible and reasonable in remedying the faults, defects and errors, in particular by providing 

the necessary information or error logs. However, Yorizon is not obliged to remedy any 

malfunctions, defects or errors during the trial period. 

(4) The Customer is obliged to keep any access data to an IT System or to his Account secret from 

unauthorized third parties. In particular, the user name and password must be stored in such a 

way that access to this data by unauthorized third parties is impossible in order to prevent misuse 

of access by third parties. The Customer shall inform Yorizon immediately as soon as he becomes 
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aware that unauthorized third parties are aware of access data and he shall change the password 

or have it changed by Yorizon. Otherwise, Yorizon shall in particular relate any activity carried out 

via the Customer's Account to the Customer registered for this purpose, with the consequence 

that the Customer shall be liable for Services used and activities carried out by unauthorized third 

parties via his account and shall compensate for any damage incurred. 

(5) Yorizon shall not provide any data backup services during the trial operation. The Customer is 

solely responsible for creating backup copies. For trial operation purposes, the Customer must 

only use data for which they have created the necessary backup copies to ensure that any data 

lost during the trial operation can be restored by the customer at any time. 

(6) When using the Services for trial purposes, the Customer shall be obliged to comply with 

applicable legal provisions and, in particular, not to use any domains or store and make available 

any content on the contractual IT System whose provision, publication and use violates criminal 

law, copyrights, trademarks and other sign rights as well as personal rights and official 

requirements or infringes the rights of third parties. 

(7) Furthermore, the Customer may not use the IT System for trial purposes in such a way that the 

general IT and data security at a data centre location of Yorizon is impaired (e.g. applications, 

scripts and other techniques that particularly overload the IT infrastructure and network 

components of an IT System and/or have a negative impact on IT Systems of other customers). 

The IT System may also not be used as a platform for hacking or DDoS attacks.  

Section 6  

Temporary Blocking of the connection of an IT System 

(1) Yorizon shall be entitled at any time during the trial period to temporarily interrupt the connection 

of the IT System to the Internet (“Blocking”) if there is an impairment of IT and data security 

pursuant to Section 5 sub-section 7 and/or if Yorizon is under a legal obligation to block, in 

particular if there is sufficient suspicion of illegal content pursuant to Section 5 sub-section 6 that 

is stored and otherwise processed in the IT System, on the basis of a not obviously unfounded 

notification by the allegedly infringed party or on the basis of investigations by state authorities. 

(2) Yorizon may inform the Customer of the Blocking, stating the reasons, and request to eliminate 

the circumstances justifying the Blocking and/or, in the case of allegedly illegal content, to remove 

it or to demonstrate and, if necessary, prove its legality. Prior notification to the Customer and/or 

the setting of a deadline is expressly not required. 

(3) Yorizon may lift the Blocking as soon as the suspicion is invalidated or the other reason for the 

Blocking no longer exists. However, the Customer shall have no claim to this during the trial 

period. 

Section 7  

Service modifications, adaptations to the state of the art 

Yorizon's Services are constantly updated, improved and adapted to the advancing state of the 

art. Yorizon shall therefore be entitled to modify its Services at its reasonable discretion, even 

during the term of the contract, provided that this does not impair the functionality or security 

function of the Services and the Customer does not have to make more than insignificant 

subsequent investments in order to continue using the Services. 
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Section 8  

Rights of use, copyright 

(1) Yorizon shall grant the Customer a simple right of use to the Services for the duration of the 

contract and limited to the scope of Services, which is otherwise unrestricted in terms of territory 

and subject matter. The right of use includes use within the scope of business operations. The 

right of use does not include the right to modify the Services or the right to grant sublicenses. Any 

further transfer of the Services to third parties by way of reselling requires a separate agreement 

between the Parties. 

(2) If and to the extent that the provision of software (in particular operating system software) is part 

of Yorizon's services, the rights of use and other licence and usage conditions of the respective 

software manufacturer (hereinafter referred to as “Licence Terms” regardless of the designation 

used by a software manufacturer in a specific individual case) shall apply directly or mutatis 

mutandis in relation to the software, taking precedence over and supplementing sub-section 1. 

Depending on the software specifically provided to the customer within the scope of the trial 

operation, these are the following licence conditions: 

Software Manufacturer Licence Terms 

Debian https://www.debian.org/legal/licenses/ 

SuSE https://www.suse.com/de-de/licensing/ 

AlmaLinux9 https://almalinux.org/de/p/the-almalinux-os-licensing-policy/ 

CentOS Stream 9 https://www.centos.org/legal/licensing-policy/ 

CirrOS https://hub.docker.com/_/cirros 

Garden Linux https://github.com/gardenlinux/gardenlinux?tab=MIT-1-ov-

file#readme 

Rocky 9  https://rockylinux.org/de-DE/legal/licensing 

Ubuntu https://canonical.com/legal/open-source-

licences?release=jammy 

(3) Yorizon reserves all rights to illustrations, and other documents made available to the Customer. 

The Customer may not make them accessible to third parties, disclose them, use them itself or 

through third parties or reproduce them without Yorizon's express consent. At Yorizon's request, 

the Customer shall return items to Yorizon in their entirety and destroy any copies made if they 

are no longer required by the Customer in the ordinary course of business or if negotiations do 

not lead to the conclusion of a contract. This shall not apply to the storage of electronically 

provided data for the purpose of normal data backup. 

Section 9  

Remuneration 

The provision of services for trial purposes is free of charge.  

https://www.debian.org/legal/licenses/
https://www.suse.com/de-de/licensing/
https://almalinux.org/de/p/the-almalinux-os-licensing-policy/
https://www.centos.org/legal/licensing-policy/
https://hub.docker.com/_/cirros
https://github.com/gardenlinux/gardenlinux?tab=MIT-1-ov-file#readme
https://github.com/gardenlinux/gardenlinux?tab=MIT-1-ov-file#readme
https://rockylinux.org/de-DE/legal/licensing
https://canonical.com/legal/open-source-licences?release=jammy
https://canonical.com/legal/open-source-licences?release=jammy
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Section 10  

Term of the contract, termination 

(1) The contract shall be concluded for a limited period. It commences upon provision of the services 

by transmission of the access data for the IT System provided for trial purposes in accordance 

with Section 4 sub-section 5 and has a fixed term of 30 days. The contract ends upon expiry of 

the 30 days without the requirement for further termination.  

(2) The Parties are free to extend the fixed term by separate agreement. 

(3) Partial termination of services during the trial period is excluded. 

(4) Both Parties are entitled at any time, even before the expiry of the limited term of 30 days or a 

term extended in accordance with sub-section 2, to give notice of termination of the contract with 

effect from the end of the following day. 

(5) The right to terminate without notice for good cause shall remain unaffected. Good cause shall 

be deemed to exist for Yorizon in particular if the Customer:  

a)  culpably breaches a material contractual obligation; or 

b)  seriously or repeatedly breaches its obligations under Section 5 sub-section 7 or other 

obligations under the contract that protect IT security or the rights of third parties; or 

c)  violates statutory prohibitions, in particular copyright, trademark, name, data protection or 

competition law provisions, insofar as this impairs material rights or interests of Yorizon in 

more than an insignificant manner. 

(6) Any termination must be in writing within the meaning of Section 17 to be effective. 

(7) Irrespective of the possibility of termination, the Customer may have the option in his Account to 

reduce individual Services by way of Scaling and thereby bringing about a contract amendment 

(comp. Section 2 sub-section 3). 

(8) Upon termination of the contract – for whatever legal reason – all rights of use granted to the 

Customer within the scope of the provision of Services shall lapse.  

Section 11  

Indemnification, rights of third parties 

(1) If the Customer culpably breaches his obligations, in particular if claims are asserted against 

Yorizon by third parties for any infringements of rights through the use of Services by the 

Customer in accordance with Section 5, the Customer shall be obliged to refrain from any further 

infringement, to compensate Yorizon for any damage incurred and to be incurred, and to 

indemnify and hold Yorizon harmless against claims for expenses and damages and other claims 

by third parties caused by the infringement. The indemnification obligation shall also include the 

obligation to fully indemnify Yorizon against legal defense costs (court and attorney's fees, etc.). 

Yorizon shall inform the Customer immediately of any claims asserted by third parties, shall not 

make any concessions or acknowledgements or declarations with the same or similar effect and 

shall enable the Customer to conduct all judicial and extrajudicial negotiations regarding the 

asserted claims at its own expense. 

(2) If a third party justifiably asserts claims against the Customer for the infringement of an industrial 

property right or copyright through the use of Yorizon's Services in the Federal Republic of 

Germany and the Customer is thereby impaired in the use of Yorizon's Services or prevented 

from using them, Yorizon shall, at its option and expense, either modify or replace the Services 
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owed in such a way that the asserted industrial property right or copyright is no longer infringed, 

but essentially corresponds to the service owed in a manner that is reasonable for the Customer, 

or indemnify the Customer from license fees vis-à-vis the third party. This is subject to the 

Customer informing Yorizon immediately of the assertion of the claims, not acknowledging the 

alleged infringement of property rights and leaving any disputes with the third party, including any 

out-of-court settlements, to Yorizon or conducting or undertaking them only in agreement with 

Yorizon. If the Customer ceases to use Yorizon's Services in order to minimize damages or for 

other important reasons, the Customer shall be obliged to inform the third party that the cessation 

of use does not constitute an acknowledgement of the alleged infringement of property rights. If 

the Customer is responsible for the asserted infringement of property rights, for example because 

it has modified or processed Yorizon's Services without authorization or has used Yorizon's 

Services in an unauthorized manner, the Customer's claims against Yorizon under this sub-

section shall be excluded. 

Section 12  

Warranty 

(1) The Parties are aware that according to the state of the art, it is not possible to provide and 

operate an IT System for the Customer in such a way that it functions without failures or errors in 

all application combinations or can be protected against any manipulation by third parties. 

Furthermore, Yorizon does not warrant that a provided IT System for trial purposes is suitable for 

specific requirements of a Customer. In addition, the Parties have agreed in these GTC that any 

IT System environment provided for trial purposes may fail in whole or in part at any time and that 

Yorizon is entitled to change the services in whole or in part at any time. Within the scope of this 

contractually agreed, free-of-charge trial operation of IT Systems without any availability 

commitments, any warranty is excluded as far as possible. 

(2) Strict liability (verschuldensunabhängige Haftung) in accordance with Section 536a BGB is 

excluded 

(3) Otherwise, the Customer is entitled to the statutory rights in the event of defects. 

Section 13  

Liability for damages 

(1) Yorizon's liability for damages, irrespective of the legal grounds, in particular for impossibility, 

default, breach of contract, breach of duties during contract negotiations and tort, shall be limited 

in accordance with this Section 13, insofar as fault (Verschulden) is involved in each case. 

(2) The limitations of this Section 13 shall not apply to Yorizon's liability for damages caused willfully 

or through gross negligence by Yorizon or one of its vicarious agents or legal representatives, for 

guaranteed characteristics, for injury to life, limb or health or under the German Product Liability 

Act (Produkthaftungsgesetz). 

(3) Yorizon shall not be liable in the event of simple negligence on the part of its bodies, legal 

representatives, employees or other vicarious agents, unless it is a matter of a breach of material 

contractual obligations (cardinal obligations, Kardinalpflichten). Material contractual obligations 

are the obligation to provide the Services on time, the absence of defects of title in the Services 

provided, the usability of the Services, in particular the absence of defects that impair the 

functionality or usability more than just insignificantly. 

(4) Insofar as Yorizon is liable for damages on the merits pursuant to Section 13 sub-section 3, this 

liability shall be limited to typical contractual damages that were reasonably foreseeable for 
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Yorizon at the time of conclusion of the contract as a possible consequence of a breach of contract 

or that Yorizon should have foreseen if it had exercised customary care (verkehrsübliche 

Sorgfalt). Liability for indirect damages and consequential damages is excluded. 

(5) In the event of liability for simple negligence, Yorizon's obligation to pay compensation for material 

damages (Sachschäden) and any further financial losses (Vermögensschäden) resulting 

therefrom shall be limited to an amount of EUR 50,000 per claim, even if this involves a breach 

of material contractual obligations. 

(6) Claims for liability due to simple negligence within the meaning of this Section 13 are subject to a 

limitation period (Verjährung) of two years from the time they arise. 

(7) The above exclusions and limitations of liability shall apply to the same extent in favour of 

Yorizon's executive bodies, legal representatives, employees and other vicarious agents. 

(8) Yorizon uses TSL/SSL encryption for certain security-relevant data transmissions and 

connections. Despite this, data communication via the Internet cannot be guaranteed to be error-

free and/or available at all times according to the current state of the art. Liability for constant and 

uninterrupted availability is therefore excluded. 

(9) Insofar as Yorizon provides technical information or acts in an advisory capacity and this 

information or advice is not part of the contractually agreed scope of Services owed by Yorizon, 

this shall be provided free of charge and to the exclusion of any liability. 

(10) Yorizon shall in no event be liable for the loss of data and/or software or other applications and 

programmes in connection with a trial operation. It is the Customer's responsibility to perform 

proper data backups in accordance with Section 5 sub-section 5. 

Section 14  

Confidentiality 

(1) The Parties shall treat the content of this contract and the information, records and documents 

disclosed or obtained by the other party and/or a company affiliated with the other party within the 

meaning of Sections 15 et seq. German Stock Corporation Act (Aktiengesetz, the “AktG”) in 

connection with this contract orally, in writing or in any other way (hereinafter “Confidential 

Information”) during the term of the contract and also after termination.  

(2) This obligation shall not apply to Confidential Information that was already known to the receiving 

party when the contract was concluded, that is publicly known at the time of contract conclusion 

or is made public thereafter, or that must be disclosed due to legal obligations or by order of a 

court or authority. 

(3) The receiving party also undertakes to use Confidential Information exclusively for the purposes 

of implementing this contract and not to disclose it either directly or indirectly to third parties, but 

only to make it accessible to those employees and consultants who need to know the confidential 

information for the implementation of this contract and who are obliged to maintain confidentiality 

accordingly. Companies affiliated with the receiving party within the meaning of Section 15 et seq. 

AktG shall not be deemed third parties within the meaning of the preceding sentence, provided 

that these companies are obliged to maintain confidentiality vis-à-vis the receiving party and have 

also obliged their employees and consultants to maintain confidentiality accordingly. All rights to 

the confidential information shall remain with the disclosing party. 

(4) Unaffected remains mandatory law that authorises or orders the collection, use or disclosure of 

Confidential Information by a party (e.g. Section 5 German Business Secrets Act, 

Geschäftsgeheimnisgesetz). 
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Section 15  

Data protection 

(1) Yorizon collects, processes and uses the personal data of the Customer in accordance with data 

protection law. 

(2) During the trial operation, it cannot be ruled out that Yorizon deals with personal data for which 

the Customer acts as controller in terms of data protection law or as the processor of a responsible 

third party. The Parties therefore conclude the contract for the processing of personal data on 

behalf of a controller (Data Protection Agreement) pursuant to Art. 28 General Data Protection 

Regulation (“GDPR”) attached to these GTC as Annex. 

(3) If Yorizon is required by a law enforcement authority or other competent authority to disclose 

personal data of the Customer, Yorizon shall inform the Customer immediately of such a request, 

provided that Yorizon is legally permitted to do so. Yorizon shall assess the legal validity of the 

request and shall only disclose personal data if and to the extent that there is a corresponding 

legal obligation in this regard. Disclosure shall take place exclusively to the extent necessary and 

in compliance with the applicable legal provisions. Yorizon shall document such requests and 

disclosures and make this information available to the Customer upon request. 

Section 16  

Export and import control 

(1) The Parties are aware that Yorizon's Services may be subject to export and import restrictions, 

licensing requirements and other restrictions abroad. The fulfillment of the contract by Yorizon is 

therefore subject to the proviso (Vorbehalt) that there are no obstacles to fulfillment due to national 

and international regulations of export and import (control) law or other statutory provisions. 

(2) When using Services of Yorizon, the Customer shall comply with the applicable export and import 

control regulations of the Federal Republic of Germany and the European Union as well as all 

other relevant regulations.  

Section 17  

Written form 

  Amendments and additions to the agreements made must be made in writing, as must the waiver 

of the written form requirement, unless another form (e.g. text form) is expressly provided for in 

the contractual agreements or unless other technical options for amending the contract (e.g. to 

extend or reduce Services by way of Scaling, see Section 2 sub-section 3) are provided for in the 

Account. Compliance with the written form requirement can also be ensured by using a simple 

electronic signature (e.g. Skribble, DocuSign) or through telecommunicative transmission by 

sending a digital copy as a scan of the signed original by e-mail. 

Section 18  

Amendment authorisation 

  Yorizon may amend these GTC and other annexes to the contract. Yorizon shall notify the 

Customer of any amendment at least in text form within a reasonable period before the planned 

effective date. In the event of an amendment, the Customer shall have the right to object to the 

amendment within four weeks of receipt of the notification of the amendment. The Customer shall 

be informed separately of his right of objection in the amendment notification. In the event of an 

objection by the Customer, Yorizon shall have the option to either continue the contract on 
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unamended terms or to terminate the contract subject to a notice period as of the date on which 

the amendment takes effect. The Customer's right of objection shall not apply if the amendment 

is exclusively in the Customer's favour or, particularly in the case of service descriptions, is 

necessary for reasons of further technical development of the product and adaptation to the state 

of the art. 

Section 19  

Applicable law, place of jurisdiction, place of performance 

(1) The substantive law of the Federal Republic of Germany shall apply to the exclusion of the United 

Nations Convention on Contracts for the International Sale of Goods of April 11, 1980 (CISG). 

(2) The exclusive place of jurisdiction for all disputes arising from or in connection with this contractual 

relationship shall be the registered office of Yorizon in Berlin, Germany. Yorizon shall also be 

entitled to sue the Customer at its general place of jurisdiction. 

(3) Unless otherwise agreed, the place of performance for all obligations arising from the contractual 

relationship shall be the contractually agreed location of a data centre. 

Section 20  

Severability clause 

  Should a provision of the contract, its annexes, appendices or these GTC be invalid or contain a 

loophole that needs to be filled, the remaining provisions shall remain unaffected. In such a case, 

the Parties shall replace the invalid provision with a valid provision that comes closest to the 

economic purpose of the invalid provision. The same applies in the event of a loophole. 
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Annex 

Data Processing Agreement  

Section 1  

Subject matter 

(1) This agreement on the processing of personal data on behalf of a controller pursuant to Art. 28 

GDPR (Data Processing Agreement, hereinafter “DPA”) is an integral part of the contractual 

agreement on the provision and use of IT Systems for trial operation purposes free of charge and 

to carry out a trial run, especially on the basis of the GTC of Yorizon for the trial of IT Systems, 

concluded between Yorizon and the Customer by placing an order via Yorizon's Website 

(hereinafter “Cloud Service Trial Contract”). 

(2) As part of the provision of services under the Cloud Service Trial Contract, it is necessary that 

Yorizon deals with personal data for which the Customer acts as controller in terms of data 

protection law or as the processor of a responsible third party (hereinafter “Customer Data”). If 

the Customer acts on behalf of a third party, he shall ensure in particular that he is authorised to 

conclude this DPA with Yorizon as a another processor and that the data processing agreement 

with the third party essentially corresponds to this DPA, in particular that information and 

notifications are forwarded to the respective controller. 

(3) This DPA specifies the data protection rights and obligations of the Parties in connection with 

Yorizon's use of Customer Data to render the services under the Cloud Service Trial Contract. 

(4) Unless otherwise defined in this DPA, definitions of terms in the Cloud Service Trial Contract shall 

also apply to this DPA. 

(5) In case of conflicts between this DPA and other arrangements between the Parties, in particular 

the Cloud Service Trial Contract, the provisions of this DPA shall prevail. 

Section 2  

Scope of the commissioning 

(1) Yorizon shall process the Customer Data on behalf and in accordance with the instructions of the 

Customer within the meaning of Art. 28 GDPR. The Customer or the respective third party (if the 

Customer himself acts on behalf of a controller) remains the controller in terms of data protection 

law. 

(2) Subject-matter, purpose, nature and duration of the processing 

Subject-matter of the processing is the Customer Data for the purpose of providing the services 

within the scope agreed in the Cloud Service Trial Contract. The nature of the processing is 

defined in the Cloud Service Trial Contract as well and includes in particular the provision of IT 

Systems. The duration of processing on the basis of this DPA corresponds to the term of the 

Cloud Service Trial Contract (see Section 12). 

(3) Type of personal data 

The type of personal data of the Customer affected by the commissioning is in particular master 

and address data, contact data, employee data, contract data, log data and traffic data as well as 
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all other types of data that the Customer uploads to the IT System. The Customer is informed that 

the personal data to be processed as part of the provision of services may belong to legally 

protected categories that are subject to certain regulations or standards (e.g. health or banking 

data in some countries). 

(4) Categories of data subjects 

The group of data subjects affected by the handling of Customer Data within the scope of this 

DPA includes in particular employees, trainees and, if applicable, other affected persons of 

customers, suppliers and other business partners who are used in particular on the part of end 

customers and potential end customers of Yorizon and whose personal data is uploaded by the 

respective cloud user into a virtual or dedicated IT System environment provided by Yorizon or 

otherwise processed there. 

(5) Yorizon may process and use the Customer Data for his own purposes as controller to the extent 

legally permitted by data protection law, if permitted by a statutory permission or consent by the 

data subject. According to this, Yorizon is in particular entitled to collect information on the use of 

the service by the Customer and its employees and to process this for the purposes of fulfilling 

the Cloud Service Trial Contract, designing the cloud service in line with requirements, providing 

usage overviews, IT and data security and fault diagnosis and rectification. This DPA does not 

apply to such data processing. This DPA also does not cover any use by Yorizon of the personal 

data of the Customer’s employees for marketing or advertising purposes, provided that the data 

subject has given its consent. The use of the services contractually agreed in the Cloud Service 

Trial Contract must not be made conditional upon such consent. 

(6) The processing of Customer Data by Yorizon shall in principle take place inside the European 

Union or another contracting state of the European Economic Area (EEA). Any transfer of 

Customer Data to a third country or to an international organisation requires the Customer's 

consent and compliance with the requirements for the transfer of personal data to third countries 

in accordance with Chapter V of the GDPR. 

Section 3  

Right of the Customer to issue instructions 

(1) Yorizon shall process the Customer Data in accordance with the instructions of the Customer, 

unless Yorizon is required by the law of the European Union or its Member States to which Yorizon 

is subject to process the data otherwise. In the latter case, Yorizon shall inform the Customer of 

these legal requirements prior to processing, unless the law in question prohibits such notification 

on important grounds of public interest. 

(2) The instructions of the Customer are in principle conclusively stipulated and documented in the 

provisions of the Cloud Service Trial Contract and of this DPA. Individual instructions which 

deviate from stipulations of this DPA or which impose additional requirements require the prior 

consent of Yorizon and must be documented. In addition, if necessary, the Customer shall agree 

that any additional costs incurred by Yorizon as a result thereof shall be borne by the Customer. 

The Customer shall confirm oral instructions without delay (at least in text form). 

(3) Yorizon shall ensure that the Customer Data is processed in accordance with the instructions 

given by the Customer. If Yorizon is of the opinion that an instruction given by the Customer 

infringes this DPA or applicable data protection law, Yorizon shall be entitled, after notifying the 

Customer accordingly, to suspend the execution of the instruction until the Customer confirms the 

instruction. The Parties agree that the sole responsibility for the processing of Customer Data in 

accordance with the instructions lies with the Customer. 
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Section 4  

Obligations and legal status of the Customer 

(1) The Customer is solely responsible for the permissibility of the processing of Customer Data and 

for safeguarding the rights of the data subjects in the relationship between the Parties. Should 

third parties assert claims against Yorizon based on the processing of Customer Data in 

accordance with this DPA, the Customer shall indemnify Yorizon from all such claims upon first 

request. 

(2) Upon request, the Customer shall provide Yorizon with the information specified in Art. 30 sub-

section 2 GDPR for the purpose of drawing up a list of all categories of processing activities 

carried out on behalf of Yorizon, unless Yorizon itself has this information. 

(3) If Yorizon is required to provide information to a governmental body or person on the processing 

of the Customer Data or to cooperate with these bodies in any other way, the Customer is obliged 

at first request to assist Yorizon in providing such information and in fulfilling other cooperation 

obligations. 

Section 5  

Requirements for personnel and systems/Confidentiality 

(1) Yorizon shall ensure that, pursuant to Art. 29 GDPR, all persons under its authority process the 

Customer Data in accordance with this agreement, as well as the instructions of the Customer. 

(2) Yorizon shall commit all persons engaged in processing Customer Data to confidentiality with 

respect to the processing of Customer Data. 

Section 6  

Security of processing, technical and organisational measures 

(1) Yorizon takes necessary, appropriate technical and organisational measures according to Art. 32 

GDPR, taking into account the state of the art, the implementation costs and the nature, scope, 

context and purposes of processing of Customer Data, as well as the different likelihood and 

severity of the risk to rights and freedoms of data subjects, in order to ensure a level of protection 

of Customer Data appropriate to the risk. The measures implemented by Yorizon in this respect 

are documented in Appendix 1 (“Technical and organisational measures”) and are part of this 

DPA. 

(2) The technical and organisational measures are subject to technical progress and further 

development. Yorizon shall therefore have the right to modify technical and organisational 

measures during the term of this DPA, as long as they continue to comply with statutory 

requirements. 

(3) Upon request, Yorizon informs the Customer about technical and organisational measures 

implemented at a data processing site. 

(4) Yorizon regularly monitors the internal processes and the technical and organisational measures 

to ensure that the processing in Yorizon's area of responsibility is carried out in accordance with 

the requirements of the applicable data protection law and that the protection of the rights of the 

data subject is ensured. 

Section 7  

Engagement of further processors as subcontractors 
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(1) The Customer grants Yorizon herewith the general authorisation to engage further processors as 

subcontractors with regard to the processing of Customer Data. Further processors engaged at 

the time of the conclusion of the contract are listed in the list of subcontractors attached as Annex 

2. In general, no authorisation is required for contractual relationships with service providers that 

are concerned with the examination or maintenance of data processing procedures or systems 

or other ancillary services, even if access to the Customer Data cannot be excluded, as long as 

Yorizon makes reasonable arrangements to protect the confidentiality of the Customer Data. 

(2) Yorizon shall inform the Customer of any changes with regard to the involvement or replacement 

of further processors. In individual cases, the Customer shall have the right to object to the 

engagement of a further processor. An objection may only be raised by the Customer for good 

cause which has to be proven to Yorizon. Insofar as the Customer does not object within 14 days 

after receipt of the notification, his right of objection to the corresponding engagement lapses. If 

the Customer objects, Yorizon is entitled to terminate the Cloud Service Trial Contract and this 

DPA with a notice period of 3 months or to present the Customer a proposal as to how the 

processing of Customer Data or access to the infrastructure of the further processor can be 

excluded while maintaining the operation and provision of the services by Yorizon. If no solution 

acceptable to the Customer is found within one month of notification of a proposal, Yorizon shall 

still be entitled to terminate the Cloud Service Trial Contract and this DPA with a notice period of 

3 months. 

(3) The agreement between Yorizon and the further processor must impose the same or comparable 

obligations on the further processor as those imposed on Yorizon under this DPA. The Parties 

agree that this requirement is fulfilled if the agreement has a level of protection corresponding to 

this DPA or if the obligations set out in Art. 28 sub-section 3 GDPR are imposed on the further 

processor. 

Section 8  

Rights of data subjects 

(1) Yorizon shall provide the Customer with appropriate means and functions enabling the Customer 

to fulfil its obligations to safeguard the rights of data subjects, in particular with regard to the right 

of access, rectification, erasure and restriction of processing of personal data. These means may 

include, in particular, technical functions within the virtual IT System provided, documented 

procedures or supporting measures, e.g. functionalities for the deletion of virtual machines and 

storage areas (volumes), as well as the provision of interfaces (APIs) for the provisioning and 

deprovisioning of IT resources and general resource management. 

(2) As far as a data subject submits a request for the exercise of his rights directly to Yorizon, Yorizon 

will forward this request to the Customer in a timely manner.  

(3) In addition, Yorizon shall, upon request, provide all information in its possession regarding the 

processing of Customer Data that the Customer needs to respond to a data subject's request, as 

far as the Customer does not have this information at his disposal and as far as he is not able to 

collect it himself. 

Section 9  

Notification and support obligations of Yorizon 

(1) Insofar as the Customer is subject to a statutory notification obligation due to a breach of the 

security of personal Customer Data (in particular pursuant to Art. 33, 34 GDPR), Yorizon shall 

inform the customer without delay, as soon as it becomes aware of such a breach,  of all relevant 

circumstances, in particular in the event of unauthorised access to personal data or processing 
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systems, as well as in the event of loss, disclosure or alteration of the data. Yorizon shall assist 

the Customer in fulfilling the notification obligations at the latter’s request to the extent reasonable 

and necessary in return for reimbursement of the expenses and costs incurred by Yorizon as a 

result thereof and to be proven. 

(2) Yorizon shall assist the Customer to the extent reasonable and necessary in return for 

reimbursement of the expenses and costs incurred by Yorizon as a result thereof and to be proven 

with data protection impact assessments to be carried out by the Customer and, if necessary, 

subsequent consultations with the supervisory authority pursuant to Art. 35, 36 GDPR. 

(3) The Yorizon Data Protection Officer (who can be contacted by e-mail at 

dataprotection@yorizon.com) is available to assist the Customer with any matters relating to data 

protection. 

Section 10  

Evidence, inspections 

At the Customer's request, Yorizon shall provide the Customer with all information necessary and 

available to Yorizon to prove compliance with the obligations under this DPA. Proof of compliance 

with the obligations under this DPA shall be provided by submitting a suitable, current attestation 

or report from an independent body (e.g. auditor, auditor, data protection officer, IT security 

department, data protection auditors or quality auditors) or a suitable certification by an IT security 

or data protection audit (‘audit report’) that enables the Customer to satisfy themselves in an 

appropriate manner that the contractual obligations have been complied with. 

Section 11  

Deletion of data 

(1) Yorizon shall delete the Customer Data after termination of this DPA, unless Yorizon is legally 

obliged to further store Customer Data. 

(2) Yorizon shall ensure that procedures for the return, transfer and erasure of Customer Data are in 

place, in particular by providing the Customer with self-service tools and functionalities that enable 

the Customer to access his data in a commonly used, structured and machine-readable format. 

Upon completion of the data transfer or at the Customer’s instruction, Yorizon shall delete the 

data in accordance with the agreed deletion procedure, provided that no statutory retention 

obligations preclude this. Upon request, Yorizon shall provide the Customer with information 

regarding the procedures implemented for the return, transfer and deletion of personal data. 

(3) Yorizon may retain documentations that serve as evidence of the orderly and proper processing 

of Customer Data also after termination of this DPA. 

Section 12  

Term and termination 

The term and termination of this DPA shall be governed by the term and termination provisions 

of the Cloud Service Trial Contract. A termination of the Cloud Service Trial Contract automatically 

results in a termination of this DPA. An isolated termination of this DPA is excluded. 

Section 13  

Liability 

mailto:dataprotection@yorizon.com
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(1) Yorizon´s liability under this DPA shall be governed by the disclaimers and limitations of liability 

provided for in the Cloud Service Trial Contract. As far as third parties assert claims against 

Yorizon which are caused by the Customer’s culpable breach of this DPA or one of his obligations 

as the controller in terms of data protection law affecting him, the Customer shall upon first request 

indemnify and hold Yorizon harmless from these claims. 

(2) The Customer undertakes to indemnify Yorizon upon first request against all possible fines 

imposed on Yorizon corresponding to the Customer’s part of responsibility for the infringement 

sanctioned by the fine. 

Section 14  

Severability Clause 

In case individual provisions of this DPA are ineffective or become ineffective or contain a gap, 

the remaining provisions shall remain unaffected. The Parties undertake to replace the ineffective 

provision by a legally permissible provision which comes closest to the purpose of the ineffective 

provision and that thereby satisfies the requirements of Art. 28 GDPR. 
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Appendix 1 

 

Technical and organisational measures (TOM) 

pursuant to Art. 32 GDPR 

Preamble 

Yorizon has implemented the following technical and organisational measures (“TOM”) for the 

services agreed in the Cloud Service Trial Contract – in addition to and in specification of the DPA 

with regard to Art. 32 GDPR – taking into account the state of the art, the implementation costs 

and the nature, scope, circumstances and purposes of the processing of the Customer Data as 

well as the different probability of occurrence and severity of the risk to the rights and freedoms 

of the data subjects and documented them in this Annex 1. The measures implemented at the 

respective data center location underlying an IT System are regularly reviewed by Yorizon for 

their effectiveness in accordance with Art. 32 sub-section 1 lit. d GDPR. They are subject to 

technical progress and further development in accordance with Section 6 sub-section 2 of the 

DPA. The data center locations underlying an IT System are specified in Section 2 sub-section 2 

of the Cloud Service Trial Contract . 

 

1.  Pseudonymisation and encryption of personal data (Art. 32 sub-section 1 lit. a 

GDPR) 

The pseudonymisation of the Customer Data - as well as its anonymisation - is not part of the 

services to be provided by Yorizon. Pseudonymisation is a process in which personal data is 

processed by replacing identification features such as names or other unique identifiers with 

pseudonyms (e.g. numbers, codes) in such a way that it can no longer be assigned to a data 

subject without additional information to be stored separately as a “key”. Anonymisation is the 

modification of personal data in such a way that this data can no longer be assigned to a data 

subject or only with a disproportionate amount of effort. 

Encryption involves converting information into a ciphertext (ciphertext) so that it cannot be read 

by persons who do not know the key. Yorizon ensures the encryption of the Customer Data, if 

and insofar as it is processed in whole or in part on its own data processing systems, as follows: 

• Data Center Vienna: 

Technical measures Organisational measures 

- Use of common encryption 

technologies (especially for 

storage); 

- Use of Virtual Private Networks 

(VPN) for remote access. 

- Password rules/guidelines; 

- Password assignment. 
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• Data Center Heiligenhaus: 

Technical measures Organisational measures 

- Use of common encryption 

technologies (especially for 

storage); 

- Use of Virtual Private Networks 

(VPN) for remote access. 

- Password rules/guidelines; 

- Password assignment. 

 

2.  Ability of confidentiality (Art. 32 sub-section 1 lit. b GDPR) 

Confidentiality refers to the protection of personal data against unauthorised disclosure, in 

particular by means of physical access, equipment access, data access and separation controls.  

2.1  Physical access control 

Access control refers to measures that are suitable for preventing unauthorised persons from 

gaining physical access to data processing systems with which personal data is processed or 

used. Yorizon ensures this at its data centre locations as follows: 

• Data Center Vienna: 

Technical measures Organisational measures 

- Site security, in particular fences 

and other spatial boundaries; 

- Building security, in particular 

securing data centre rooms, 

building shafts and doors; 

- Alarm systems, security locks, 

locking systems; 

- Video surveillance. 

- Visitor books and logs; 

- Obligation for employees and guests to 

wear ID badges; 

- Reception staff for identity checks; 

- Careful selection of cleaning and 

security staff. 

 

• Data Center Heiligenhaus: 

Technical measures Organisational measures 

- Site security, in particular fences 

and other spatial boundaries; 

- Building security, in particular 

securing data centre rooms, 

building shafts and doors; 

- Obligation for employees and guests to 

wear ID badges; 

- Careful selection of cleaning and 

security staff. 
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- Alarm systems, security locks, 

locking systems; 

- Video surveillance. 

2.2  Equipment access control 

Equipment access control refers to measures that are suitable for preventing unauthorised 

persons from gaining access to data processing systems. Yorizon ensures this as follows: 

• Data Center Vienna: 

Technical measures Organisational measures 

- Secure VPN connection; 

- Use of firewalls; 

- Locking of racks or cages on the 

data floor of a data centre; 

- Authentication, passwords; 

- Two-factor authentication. 

- User rights and key regulations; 

- Password rules; 

- Use of trustworthy personnel for 

security and cleaning; 

- Assignment of user rights. 

 

• Data Center Heiligenhaus: 

Technical measures Organisational measures 

- Secure VPN connection; 

- Use of firewalls; 

- Authentication, passwords; 

- Two-factor authentication. 

- User rights and key regulations; 

- Password rules; 

- Use of trustworthy personnel for 

security and cleaning; 

- Assignment of user rights. 

2.3  Data access control 

Data access control refers to measures that ensure that persons authorised to use a data 

processing system can only access the data subject to their access authorisation and that 

personal data cannot be read, copied, modified or removed without authorisation during 

processing, use and after storage. Yorizon ensures this as follows: 

• Data Center Vienna: 

Technical measures Organisational measures 

- Logging of accesses; 

- Identification and authentication 

system; 

- Authorisation concepts; 

- Password rules; 
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- Secure storage of data carriers. - Data protection-compliant destruction 

of data carriers by service providers. 

 

• Data Center Heiligenhaus: 

Technical measures Organisational measures 

- Logging of accesses; 

- Identification and authentication 

system; 

- Secure storage of data carriers. 

- Authorisation concepts; 

- Password rules; 

- Data protection-compliant destruction 

of data carriers by service providers. 

2.4  Separation control 

The object of separation control is the separate processing of data collected for different 

purposes. Yorizon ensures this as follows: 

• Data Center Vienna: 

Technical measures Organisational measures 

- Encryption of data; 

- Separation of data stored for 

different purposes. 

- Client separation; 

- Database rights adapted to the 

respective data records, authorisation 

concepts. 

• Data Center Heiligenhaus: 

Technical measures Organisational measures 

- Encryption of data; 

- Separation of data stored for 

different purposes. 

- Client separation; 

- Database rights adapted to the 

respective data records, authorisation 

concepts. 

3.  Ability of integrity (Art. 32 sub-section 1 lit. b GDPR) 

Integrity means ensuring the correctness (intactness) of data and the correct functioning of IT 

Systems. When the term integrity is applied to data, it means that the data is complete and 

unchanged. Yorizon ensures the integrity of data in particular through transfer and input control. 

3.1  Transfer control 

The subject of transfer control are measures that ensure that personal data cannot be read, 

copied, changed or removed without authorisation during electronic transmission or during its 

transport or storage on data carriers, and that it is possible to check and determine to which 
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bodies a transmission of personal data is intended by data transmission equipment. Yorizon 

ensures this as follows: 

• Data Center Vienna: 

Technical measures Organisational measures 

- VPN technologies - Regular review of retrieval and 
transmission processes; 

- Preparation of a procedure directory. 

 

• Data Center Heiligenhaus: 

Technical measures Organisational measures 

- VPN technologies - Regular review of retrieval and 
transmission processes; 

- Preparation of a procedure directory. 

3.2  Input control 

The purpose of input control is to take measures to subsequently check and determine whether 

and by whom personal data has been entered, changed or removed from data processing 

systems. Yorizon ensures this as follows: 

• Data Center Vienna: 

Technical measures Organisational measures 

- Protocols. - Authorisation concepts; 

- Access authorisations. 

 

• Data Center Heiligenhaus: 

Technical measures Organisational measures 

- Protocols. - Authorisation concepts; 

- Access authorisations. 

4.  Capability of availability and resilience (Art. 32 sub-section 1 lit. b GDPR) 

The availability of services, functions of an IT system, IT applications or IT networks or of 

information is given, if they can always be used by users as intended. IT systems are resilient if 

they are resistant enough to ensure their functionality even in the event of heavy access or heavy 

utilisation. Yorizon ensures the availability and resilience of data as follows: 
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• Data Center Vienna: 

Technical measures Organisational measures 

- Air conditioning of the server 
rooms; 

- Uninterruptible power supply 
(UPS); 

- Fire and smoke detectors; 

- Fire extinguishers. 

- Emergency management. 

 

• Data Center Heiligenhaus: 

Technical measures Organisational measures 

- Air conditioning of the server 
rooms; 

- Uninterruptible power supply 
(UPS); 

- Fire and smoke detectors; 

- Fire extinguishers. 

- Emergency management. 

5.  Ability to restore availability and access (Art. 32 sub-section 1 lit. c GDPR) 

Yorizon ensures the restoration of availability and access after security incidents through 

emergency concepts and the performance of penetration tests. 

6.  Procedures for regular testing, assessment and evaluation (Art. 32 sub-section 1 
lit. d GDPR; Art. 25 sub-section 1 GDPR) 

Yorizon ensures the regular review of data security measures through measures to implement 

data protection requirements (Art. 25 sub-section 2 GDPR), in particular through data protection-

friendly default settings (data privacy by design and by default), such as restriction of the storage 

period or access to data, as well as measures to ensure that personal data can only be processed 

in accordance with the Customer's instructions and within the scope of the agreed control rights. 
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Appendix 2 

 

Subcontractor list 
 

Date: 5 June 2026 

 

Subcontractor Address / Country Type of processing Purpose 

Thomas-Krenn.AG Speltenbach-Steinäcker 1, 
94078 Freyung,  
Germany 

Installation, provision, 
maintenance and 
removal of IT Systems in 
data centres 

Provision of IT Systems 
to Customer within the 
scope agreed in the 
Cloud Service Trial 
Contract 

 

 


